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Access
Control

Access control is the underlying function built into every
Time&Space system. It deals with data about users, badges,
access points and access rights. It also manages physical-
ly connected devices, handles alarms and collects event logs.
All this provides the application framework for accommodating
other higher level and add-on software modules, such as visitor
management, video integration, working time clocking and time
& attendance management.




Live control

Access control functionality is based on maintaining structured ac-
cess profiles with programmed rules about who may enter, where
and when. During normal operation, this information is automatically
distributed to access controllers which are then capable of perform-
ing access control autonomously. In case of a communication drop-
out this will assure uninterrupted operation.

Once the communication is restored, all accumulated event logs will
be automatically transferred to the system. During the normal online
operation, doors can be controlled live directly from the software.
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Visual monitoring

All access events, such as grant-
ed and rejected access, alarms
and other signals are gathered
by the system and shown in re-
altime. Live monitoring view pro-
vides spatial awareness by show-
ing animated events popping-up
on a floor plan.
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@ P R w——— W 26/04/2019 11:56:19 Alarm 'Unauthorized access attempt’ (ID: 7) Deactivated on controller 'Spica Zone Spot' (ID: 7). 3

@ 26042019 11:56:18 User Angeli Orr (Badge: 171448) has made docking Pass at reader Reader 1 (ID: 13) on controller Spica Zone Spot (ID: 7).
j LSl i 26/04/2019 11:56:14 Unknown user {Badge: 616217096) has attempted docking Rejected access (Missing profile) at reader Reader 1 {ID: 13) on controller
I — ) Spica Zone Spot {ID: 7).
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)Q E 26/042019 11:56:14 Alarm 'Unauthorized access attempt’ (Details: 5§16217098) (ID: 7) Triggered on controller 'Spica Zone Spot’ (ID: 7). L
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Reader 1 (ID: 13) Reader 1 (ID: 13} x

Event
User  Claus Cloy
DatefTime  02/07/2019 10:58:00
Event Departure

Reader  Reader 1 (ID: 13)

Details

Badge | N/A
Org. unit | Office
Location | North America
Employment | Part-Time

Gender | Female

Event
User  Ben Oglesbee
DatefTme  25/04/2019 12:07:11
Event  Rejected access (Missing profile)
Reader  Reader 1 (ID: 13)
Details
Badge | 140573
Org. unit | Actors and actresses
Location | MNorth America
Employment | Part-Time

Gender | Male




Alarm management

The system provides powerful alarm manage-
ment platform with user definable alarm cat-
egories, priority levels and automatic alarm
handling workflow.

Realtime notification

Alarm
Status
Date/Time
Contraller

Alarm Group

Actions

Triggered by input 1 (ID: 9)
Triggered

26/04/2019 11:54:41

Spica Zone Spot (ID: 7)
Critical

% Deactivate
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Alarms and other events can be redirected to external recipients using various realtime notification methods,

such as mail or text.
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larger systems be-
cause of higher se-
curity demands or
privacy protection
standards.
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Connor Phoenix

Time Events Ben Dglesbee, Old val

Device

Device Administration Portal  Connor Phoenix  Controllers Enable Mame= Web Clocking Portal OK
Device Administration Portal  Connor Phoenix  Controllers Disable Name= Web Clocking Portal OK
Device Administration Portal  Connor Phoenix  Controllers Reconfigurs  Name= Web Clocking Portal OK
Device Administration Portal Connor Phoenix Controllers Edit Mame= Web Clocking Portal OK
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Built-in simple time Card readers

CaICUIatlon Zone Access controllers offer broad support
for leading card reader brands and models,
Even without dedicated time & attendance module, hours such as HID iClass series. More specific in-
worked by interns, part time workers, freelance staff or formation about support for particlar brand/
subcontractors can be tracked by using a simple working model is available upon request.

time model, such as “all weekdays from 8:00am to 6:00pm
excluding Sundays”. Any number of working intervals can
be configured.

Some of other advanced features:

e Local Anti-Pass-Back*

o Token based Global Anti-Pass Back*
+ Toggle access mode

¢ Two-manrule

o Elevator control*

@ SPICA

¢ Template-on-card*

* hardware based features

Biometric readers

: Time&Space system offers advanced support for biometric
readers from Idemia (Morpho Lite) and TBS (2D and 3D
Morpho readers), both using fingerprint for identification. More de-

tails are available in separete Morpho Integration and TBS

" Integration brochures. Other biometric readers can be sup-

E E ported upon request.

For more information please see related Time&Space brochures:

Best Together — General Time&Space brochure

System Description — Overall Time&Space system description

Zone Access - Access controllers by Spica

Front Space — Visitor management module

Milestone Integration — Video integration with Milestone Xprotect

Morpho Integration — Support for Morpho Sigma and Sigma Lite biometric readers by Idemia
TBS Integration — Support for biometric readers by TBS

Biometrics and Time&Space — Whitepaper with general info
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